GDPR vs CCPA

GDPR CCPA

INDIVIDUAL RIGHTS

Right to know what information a business has collected about you
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Right to say "no" to the sale of your information

Right to say "no" to the sharing of your information

Right to delete your information

Right to restrict use of your sensitive personal information
Right to correct your information

Right to access your information in a portable format
Right to opt out of automated processing

Right to appeal a decision made through automated processing or (ADMT)
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Right to access information on the use of automated decision-making technology

METHODS OF EXERCISING INDIVIDUAL RIGHTS

Link to "Do Not Sell or Share My Personal Information”
Link to "Limit the use of my sensitive personal information”

Method to confirm opt-out choices - “Opt-Out Request Honored”
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Recognition of universal opt-out signals

BUSINESS OBLIGATIONS

Data minimization

Purpose limitation

Businesses are required to keep your info safe - by design and default
Special protection for minors

Security breach notification

Requires high-risk data processors to perform regular cybersecurity audits
Requires risk assessments for high-risk data processing

Provides transparency around "profiling” and "automated decision making"
Privacy notice disclosure

Written contracts with processors, service providers, contractors, and third parties
Restrictions on "onward transfer” to protect your personal information
Include employee and B2B personal information

Establish a legal basis for processing

Complete a record of processing activity (ROPA)
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Appoint a data protection officer (DPO)

Private right of action

Private right of action for security breaches
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Establishes a dedicated data protection agency to protect consumers

Ready to simplify Compliance?
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https://trustarc.com/demo-request/privacy-data-governance/

